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Situation:
Hackers steal Social Security numbers from UT database

), Wednesday, March 5, 2003

University breach exposes data on 197,000
people

University of Texas at Austin falls victim to network security breach.

e [wo disclosed breaches in three years, escalating impact:
o Limited visibility into what data was on what systems, and how
controlled
o No ability to measure and document risk over time
o Limited ability to prioritize resources to improve risk/ enhance
security posture



Challenges:

e New CISO/ New comprehensive security policy (2005):
o Including: Data Classification Standard, Asset Inventory, System
Classification, Conduct/ document Risk Assessment

e Challenges with distributed security management, language and
controls

e Challenging discussions with board regarding ability to quantify and
document risk



Gap: Search for solution

e Not able to find suitable IT solution suited for EDU space:
o Integration of data classification standard, system inventory/ classification, and

risk assessment
o Unlimited delegation of question(s) to end user in highly distributed/ federated

environment
o Ability to roll up information by dept/ question set to document/ measure risk over

e Choices:
e Spreadsheets + Low function survey tools
e Heavy/ slow on-prep deployments of legacy ASP apps

e Challenging usability and actionability upon completion



Information Security Office Risk Assessment [ISORA]
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RMP Adapted from NIST 800-37

Two Step Risk Management Solution:

e Inventory and Categorize Systems
o LDAP/AD integration and API
o Manual Load

e Campus-Wide/ Focused Risk Assessments

o Unlimited delegation
o Roll up by group/ team

o Reporting by unit or Risk Category



Improved Risk Profile Driven Through ISORA Include

e Disaster Recovery Plans
o Increased from 60% to 83% in three years

e Laptop Encryptions

o Increased from 12-20% to pretty much 100% in three years

e Other areas of significant improvement include:
o Documentation, IAM, Acquisition Process (procurement), and Disposal




Future Development Roadmap

e Community function to facilitate sharing of question sets and/or
Risk benchmarking

e Integration of Application Registry functionality

e Integration of Vulnerabilities, Threat and Incident Data
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Classify Assets Individually or In Groups
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Asset Metadata Fields for Asset
Inventory and Classifications

IT Contacts

Risk Assessment Wizard for
Non-Technical Respondents

Risk Assesssment Wizard
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Upload, Create, Manage Question Sets for Assessments

H“ I ISORA

Assessment Types
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View/ Manage Assessments - Admin Home

Your Ongoing Assessments
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Questions by Category with Parent/ Child
Relationships, Conditional, Tags, Partial Credit, etc
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Risk Scores Compared to Campus Average
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